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A research on the development direction and trend of
cybersecurity technology

Sun Qian-wen, Yan Han', Chen Yu-fan, Li Duan, Liu Zhi-jun

(China Industrial Control Systems Cyber Emergency Response Team, Beijing 100040, China)

Abstract: With the deep integration of the new generation of information technology and various fields of economic

and social development, cyber-security situation is becoming increasingly severe. The significant roles of cyber-security

technology in maintaining national security, supporting industrial digital transformation, serving social development, and

protecting public interests have become more prominent. This paper carries out the cyber-security technology foresight for

2035, through scenario analysis and other methods, summarizes sixty kinds of technologies in seven sub-fields including

cryptography technology, data security and content security. After two rounds of Delphi surveys, ten key technologies are

selected, then the paper puts forward suggestions for accelerating these key technologies.

Key words: cyber-security; technology foresight; Delphi survey; key technology
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